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ABSTRACT

The recent development of Web 2.0, cloud computing and its related technologies are contributing 
towards the tendency to utilize mobile services and e-participation through Web 2.0. It offers users the 
ability to have greater control of information flow in public spaces, making active participation highly 
possible. Citizens are empowered in the sense that they control the process of interaction(s), either with 
the government or with other citizens. This chapter presents a model for empowerment of citizens in e-
government systems to enhance e-participation in e-government business processes through the cloud. 
We believe cloud computing is a platform to implement e-participation using Web 2.0 as many of the 
existing Web 2.0 applications are deployed in the cloud. The model is derived based on contemporary 
literature on empowerment and participation in e-government services. This model is expected to fill 
the gap in identifying a strategy of citizen empowerment in e-participation systems.

INTRODUCTION

Many government agencies are making efforts to develop effective mechanisms that will empower 
and make the general public to participate in public services. In the traditional government practices, 
citizens are perceived as receivers of services and decisions and they hardly participate in the delivery 
of services, let alone the decision making processes. However, participation of citizens is considered 
essential in good governance. For instance, participation of citizens on a government website is associ-
ated with e-government satisfaction and e-government satisfaction is positively associated with trust in 
government (Welch et al, 2005). Thus, empowerment and participation of citizens must be incorporated 
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in e-government processes to support good governance. Recent advancements in Web technologies 
such as Web 2.0 are highly interactive and participatory in nature. In fact, nowadays, citizens use social 
networks daily and discuss many issues, including government affairs and services.

One of the main objectives of e-government initiative is to deliver services directly to citizens, with-
out them having to go to government premises. Citizens must be able to access those services using 
desktops, laptops or mobile devices (tablets or smart phones) and provide feedback for improvement. 
Citizens should also be provided with e-participation tools so that they can participate in any processes 
or decisions that may affect their well-being. This can only be realized if citizens are empowered during 
interactions and are able to perform some tasks independently (self-service).

Empowerment of citizens electronically can be incorporated in e-government systems using recent 
Web technologies. New models can be developed to empower citizens and improve their participation in 
services delivery and decision making processes. However, empowerment requires the change of attitudes 
both from service providers (government) and citizens to achieve effective and efficient public services 
through e-government system. The idea of empowerment of citizens emerges because citizens can play 
a vital role in achieving good governance (Almunawar et al, 2012). In fact, one of the most interesting 
aspects in public service is managing the relationship between service providers (government agencies) 
and its users (citizens) to create a greater mutual understanding, trust, and participation in decision mak-
ing processes. A good relationship between government and its citizens will lead to improving citizens’ 
satisfaction and trust (Richard and Ronald, 2008).

In addition, nowadays most people have access to cloud computing. They use cloud computing in 
various ways, from email and file storage to social media. In other words, cloud computing has been 
widely adopted by people globally. The adoption is spreading at a rapid pace as access to the cloud 
can be done through light client devices such as tablet computers and smart phones. Cloud computing 
has opened possibilities for an attractive service delivery for e-government. The introduction of cloud 
computing for e-government can provide many advantages as information resources can be outsourced 
in the cloud, simplifying the e-government system. To make e-government highly accessible to citizens 
and to encourage participations, citizens need to be empowered in using e-government systems through 
the cloud environment as there are many cloud-based participation and empowerment tools available 
or can be developed in the cloud.

The purpose of this chapter is to address the issue of empowerment of citizens through the cloud-
based e-government to improve their participation. Empowerment of citizens has two main benefits. First, 
it improves citizens’ proficiency in utilizing government services and encourages them to participate 
in various government processes. Second, it can improve the efficiency of e-government processes as 
citizens can manage information and information sources themselves.

This chapter is organized as follows. The following section discusses the concept of citizens’ participa-
tion and empowerment and how this concept can be incorporated in e-government through the emerging 
cloud computing paradigm. The next section proposes a model for the empowerment of citizens and 
presents a discussion. The final section provides the conclusion and future directions.

PUBLIC PARTICIPATION

One important component of democracy is the participation of citizens through voting in an election 
of their representatives. Public participation is an important part of good governance. Citizens must 
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be encouraged to take part in various government processes, especially if the outcome will affect their 
well-being. Public participation is a kind of empowerment where citizens can express their interest on 
how the country should be governed. There are continuous efforts to foster participation through the use 
of e-government tools and these tools can be deployed in cloud computing.

Glass (1979) differentiates participation into two perspectives: government’s perspective and citizen’s 
perspective. Government’s perspective sees participation using a top down approach where participation 
can be used to build public support on government’s initiatives and activities. Citizens see participation 
as a way to enable them to exercise their rights and take part in public decisions.

Arnstein (1969) has proposed eight levels of public participation, from minimal public participa-
tion to actually handing over power to the people for making a decision. As shown in Table 1, there 
are different forms of public participation from the less empowered-based participation (manipulation, 
therapy, and informing) to empowered-based participation such as consultation, placation, partnership, 
delegated power, and citizen control.

The expected outcomes of public participation are improving public trust, accountability and transpar-
ency. Governments can improve public trust by allowing more public participation and incorporating public 
interest in public policy. As such, the public should not only be viewed as the recipient of public policies 
and decisions but should also be encouraged to actively participate in crafting policies and decisions.

E-Government and Empowerment

The utilization of ICT (Information and Communications Technologies) in public services (e-government) 
is aimed to improve delivery of public service and administration by integrating workflows and processes 
as well as expand communication channels to engage and empower of people (UN, 2014). There are some 

Table 1. A Ladder of Citizen Participation (Arnstein, 1969)

Participation Example Cluster

Citizen control Self-government - the community makes the decision Degrees of citizen power

Delegated power Government ultimately runs the decision-making process and 
funds it.

Partnership Joint projects - community has considerable influence on 
the decision making process but the government still takes 
responsibility for the decision.

Placation Community is asked for advice and token changes are made. Degrees of tokenism

Consultation Community is given information about the project or issue and 
asked to comment - e.g. through meetings or survey - but their 
view may not be reflected in the final decision, nor feedback 
given as to why not.

Informing Community is told about the project - e.g. through meetings or 
leaflets; community may be asked, but their opinion may not be 
taken into account.

Therapy Community is informed about the project and its benefits; there is 
no opportunity for stakeholders to express their concerns.

Manipulation Community is selectively told about the project according to an 
existing agenda. Community’s input is only used to further this 
existing agenda.

Non-participation
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electronic interactions between or among actors in e-government sphere. In general, there are three types 
of electronic interactions in e-government initiatives: government-to-government (G2G), government-
to-business (G2B), and government-to-citizen (G2C). This chapter focusses on G2C, noting that there 
are three essential components of effective G2C: the availability of online services, telecommunication 
infrastructure, and human capacity.

Effective e-government service requires a paradigm shift from a traditional perspective where citizens 
are perceived as recipients of services or decisions to partners, where citizens participate in the process 
administration and public service decision making which are related to the public interests. Indeed, 
e-government initiative needs to set up a mechanism, tools, and strategy in managing partnerships 
with citizens. Therefore, empowerment in e-government is geared toward partnerships with citizens in 
administration and public service.

E-government opens up possibilities for better empowerment of citizens. McWilliam et al. (1997) 
define empowerment as the result of both an interactive and a personal process, where the emergence 
of power is facilitated by a caring relationship, and not merely given by someone, nor created within 
someone. In other words, the emergence of a person’s potential because of an empowerment process is 
a result of a co-creation within a true partnership (Low, 2002). Gibson (1991) defines empowerment as 
a process of helping people assert control over the factors which affect their lives. It covers individual 
responsibility and the broader institutional or societal responsibilities in enabling people to assume re-
sponsibility for their own matters. The process of empowerment has been acknowledged as an alternative 
to compliance with multi-ways interactions. Empowerment may include multi-channels relationships 
which lead to a boost in public satisfaction due to the increase in responsibility (Aujoulat et al., 2006).

Empowerment also refers to the process of gaining influence or control over events and outcomes 
of importance (Fawcett et al., 1994). Empowering citizens can be seen as an effort to build loyalty and 
trust between government and citizens. Empowerment encourages citizens to take responsibility for 
their own interests and make decisions on related public affairs. Citizens have the power in the sense 
of having shared control of the process of interaction with the public service provider (government) 
and among citizens themselves. However, providing empowerment in any state of interaction levels in 
e-government is a challenging task.

Empowerment has been discussed from various perspectives and fields of studies; in community 
psychology, empowerment has been conceptualized as being at the intersection of individual and com-
munity or organizational development. In this perspective, one central feature of community or organi-
zational empowerment is to make use of individual competence to collective changes (Aujoulat et al., 
2006). From the psychological perspective, empowerment links to mutual help and to the creation of a 
responsive community (Perkins & Zimmerman, 1995). Theories of empowerment have been developed 
for the processes that occur at the personal, group and organizational levels, and in the society. As Per-
kins & Zimmerman (1995) mentions, different empowerment processes are at work and empowerment 
takes diverse forms within these various contexts and thus a single global measure of empowerment 
may be neither possible nor desirable. In the e-government scenario, the idea of empowerment emerges 
because many discussions among researchers indicate that citizens’ empowerment plays a critical role 
in achieving optimum public interests.

Empowerment can be distinguished into individual empowerment or group/community empowerment. 
As Gibson (1991) defined, empowerment of an individual is a social process of recognizing, promoting, 
and enhancing peoples’ ability to meet their specific needs, solve their own problems and mobilize the 
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necessary recourses in order to feel in control of their lives. While, Brennan and Safran, (2005) proposed 
empowerment as a characteristic of groups and individuals that energizes them with the knowledge and 
confidence to take action on their own behalf in a manner that best meets identified goals.

Similarly, there are many activities in e-government that can be empowered to citizens. The self-service 
activities enables citizens to personally access, manage, and maintain personalized Web or Apps services 
so they are responsible for their own personal details. In this regard, the features of empowerment can 
be extended into self-service facilities in government administration and public services.

Empowerment in e-government is characterized by the manner in which all parties share responsibili-
ties in processes. There will be challenges such as privacy and security issues, high cost of implementa-
tion and maintenance, interoperability issues, and standardization (Hertzum, 2010; O’Malley, 2010).

E-government has brought numerous benefits, especially enabling government to empower their 
citizens on self-service administration, facilitate interactions between citizens, and interaction of citizen 
with government staff. In addition, e-government escalates participation of people to access information, 
remove layers to general public service, and speed up decision making through public opinion. Further-
more, e-government can be used to facilitate opinions or sometime ideas through social networks. The 
conversation emerging from social networks can improve public awareness of community’s interest. 
Citizens participating in these social networks can share information and concerns about public affairs, 
solutions, and other information. The nature of communication in social networks is unstructured and 
informal. This can provide new insights for people involved in the administration and public service.

Web Technology and E-Participation

It is important to ensure that all government services delivered through an e-government system, includ-
ing e-participation, should be designed in such a way that citizens can easily access and use them. It is 
also important to ensure that citizens have required knowledge and level of information literacy to utilize 
and participate through the e-government effectively.

Information literacy is the degree to which citizens have the capacity to obtain, process, and under-
stand basic information and services needed to make appropriate decisions. Therefore, e-participation 
should encourage skills of citizens seeking information and services. Citizens are expected to understand 
the different roles in seeking information; understanding basic information, and making decisions for 
themselves. Citizens with an appropriate information literacy level have abilities that range from reading 
instructions for public service and administration, interpreting instruction, public promotion brochures, 
or public alerts. In addition, information literacy not only indicates the ability to read information, but 
also involves a learning process, which will improve when the citizens use the system regularly (Nut-
beam, 2008).

A working definition of literacy that attempts to integrate a broad range of factors has been proposed 
by the Center for Literacy of Quebec (CHCS, 2011). Literacy deals with complex set of abilities to com-
prehend and use the dominant symbol system of a culture for personal and community development. The 
need and demand for these abilities vary in different societies. In a technological society, the concept 
is expanding to include the media and electronic text in addition to alphabets and numbers. Individuals 
must be given life-long learning opportunities to move along a continuum that includes reading, writ-
ing, critical understanding and decision making abilities that they need in their communities. People 
with low literacy skills are most likely to incur higher costs (CHCS, 2011). Traditional citizen education 
relies heavily on writing material, management, and instructions (Williams et al., 1995). Despite the 
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availability of extensive education materials with relatively consistent content, many are written at a 
high level so that citizens with low literacy skills have difficulties to comprehend essential points. Thus, 
citizens with inadequate literacy may not get benefits from such educational efforts.

The use of ICT in the e-participation model is aimed to develop information literacy of citizens, 
which in turn will improve the efficiency and effectiveness of services. In the traditional participation 
paradigm, empowerment is neglected because citizens are viewed as a recipient of service and admin-
istrative decisions and decisions and policies of public interests are solely decided by government. This 
implies that there is very minimal or no participation from citizens. This mindset is the main obstacle 
for the empowerment of citizens.

In the late 1980s, the technology was developed in order to make the delivery of more tailored ser-
vices and products at the lowest price possible. During this period, public services and administration 
were mainly manual services. In the 1990s, some developed countries began to use the Internet for static 
public notices through websites. The Internet allows disseminating data and information that can be ac-
cessed remotely anytime and anywhere. This dramatically changed the ways in which the e-government 
operates. Hence, the Internet has enabled citizens to access public services that they need conveniently. 
Proceeding from 1991, the development of ICT has marked the new generation of networked technology, 
which affected all areas including e-government. This has increased the connectivity of networks and 
the ability of database management systems to execute multitasks across multiple networks and data-
bases. The broad use of technologies including expert systems, voice recognition, electronic imaging, 
and voice synthesis was introduced in the last decade of the 20th century. This has improved services 
offered through e-government; for example, networking technologies and database management systems 
provide better healthcare service (Bourke, 1994).

The power of the Internet, both for citizens and the government, became visible in the mid-1990s 
when both e-commerce and online review sites became increasingly popular for doing business and com-
munication. The Web has become a popular channel to deliver information as browsers offer a simple 
and intuitive user interface (Kuhn & Giuse, 2001). It made information easily accessible directly from 
providers through their website. Internet technology such as the Web also have a way for customers to 
share their opinions on the products and services that they buy which are often more conversant than 
the information on the products and services provided by the producers. This triggered a significant 
change on how the organization treated customers. As a result, organizations have started to engage their 
customers, for example by listening to their concerns or even involving them in improving the quality 
of products and services.

The advancement of Web technologies has contributed in promoting citizens’ participation, whereas 
the inclusive governance in e-government has emerged as a pivotal tool for government reforms (Bertot 
et al, 2010). Web technologies enable e-government to extend the idea of e-participation to deepen politi-
cal participation by enabling citizens to connect with one another and with their elected representatives 
(Macintosh, 2004).

According to the United Nation (2014), e-participation framework comprises of e-information, e-
consultation, and e-decision making. E-information is enabling participation by providing citizens with 
public information and access to information without or upon demand. E-consultation is engaging citi-
zens in contributions to and deliberation on public policies and services, and finally e-decision making 
is empowering citizens through co-design of policy options and co-production of service components 
and delivery modalities (Figure 1).
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The utilization of ICT by government staff has increased their productivity, which has a positive ef-
fect on services to citizens. Web technology definitely improves service delivery. It is imperative for the 
government to use the Web to provide efficient and effective services to citizens. Web technology allows 
public staff to entertain citizens remotely and to share information conveniently on public education or 
promotion programs with their citizens (Almunawar et al., 2012). Nowadays, Web 2.0 allows citizens 
not only listen to a government but also express their opinions to influence on decisions which can affect 
their well-being. Web 2.0 has empowered citizens; as such their demands have changed because they 
have been empowered by the amounts of information available to them as well by various Web 2.0 tools 
that allow them to express their opinions (Anshari & Almunawar, 2013).

Most of Web 2.0 tools are implemented using the cloud computing model. A user of Web 2.0 applica-
tions such as social media can easily install a client system in his/her device, which can be a light-weight 
device such as a smart phone or a tablet computer, then connect to the cloud through the Internet and 
use the application easily. Some organizations, including government agencies take advantage of the 
development of cloud computing and utilize it to enhance their services to citizens or to attract citizens 
to participate through social networks such as Facebook or Twitter.

Cloud Computing and Web 2.0

One of the important advantages of cloud computing for e-government is that the government does not 
need to invest extensive ICT infrastructures in order to deliver e-participation as part of e-government 
activities. For instance, e-participation can be managed by outsourcing ICT resources, which are readily 
available in the cloud so that the government can focus on core functions. The idea of utilizing cloud 

Figure 1. Framework of E-Participation (UN, 2014)
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computing in e-participation is in parallel with the recent trend of workflow models characterized by the 
concept of Web 2.0 (Chun et al, 2010). Cloud computing offers simplicity in delivering e-participation 
as it runs the services in an on-demand basis with minimum maintenance.

There are three types of cloud computing services. These are: infrastructure as a service (IaaS), 
platform as a service (PaaS), and Software as a Service (SaaS) (Rimal et al, 2009). IaaS is a model 
where government as a user outsources the infrastructure to support operations such as hardware, stor-
age, servers and networking components. The user, in this case government, pays on a per-use basis 
and the vendor (the cloud service provider) is responsible for administering, maintaining, storing, and 
housing computing resources. In fact, IaaS has been deployed in internetworking implementation for 
the last decades, where one country rents network Internet infrastructure for broader gateway Internet 
connection from the nearest country. PaaS is a model where an organization outsources the platform or 
development tool from a cloud provider so that the organization can put it in applications that work on 
the platform. SaaS is a model where an organization outsources the ready to use applications to support 
its processes or operations.

In addition, recent Web technology like Web 2.0 can be expanded to incorporate citizens’ capability 
not only to receive but also to generate information. The advancement of Web 2.0 has energized citizens 
to have better control of information flows in online systems especially in generating contents in social 
network interactions. Web 2.0 has enabled citizens to dynamically enrich their personal related informa-
tion. For instance, traditionally citizens have relied solely on static information provided by government 
website. They are now being empowered with the ability to conduct conversations with other citizens to 
share and exchange experiences through discussions in their social networks. All the recent development 
should be incorporated when implementing e-participation initiative in e-government context.

From the governance perspective, the use of Web 2.0 tools can be utilized to sustain the process of 
governmental learning (Baxter, Connolly, & Stansfield, 2011). Web 2.0 tools are important for develop-
ing social network to support e-participation. Social networking can contribute towards strengthening 
or enhancing the relationship between government and citizens. These tools can serve as enablers in 
creating e-participation (Askool & Nakata, 2010).

Web 2.0-based e-participation is appropriate in extending e-government initiatives in encouraging 
citizens’ participation. Nevertheless, the effects of Web 2.0 particularly in addressing the issues of e-
participation through cloud computing are still not much discussed. The concept of a social network 
defines government as a system that contains objects such as people, groups, and other organizations 
linked together by a range of relationships (Askool & Nakata, 2010). Some governments use online 
social networks to engage citizens and export ideas, innovations of new services or administration, and 
technologies from people. A quick feedback from citizens can also be expected as they can respond im-
mediately (Lafley&Charan, 2008).

Web 2.0 has enabled a mechanism to extend the service of e-government by accommodating us-
ers’ empowerment such as enabling peoples and community at large to participate more actively in the 
process of promotion and education through a social networking process. In addition, Web 2.0 allows 
citizens to have a greater role in the decision making process as they are empowered with the ability to 
control the flow of information that fits with their personalized needs.

Table 2 summarizes the difference of participation in Web 2.0 and from Web 1.0, viewed from type 
of relationship, connection, and on value generation. Relationship type in traditional Web 1.0 focuses 
on the individual relationship; citizen to citizen or citizen to government relationship. Web 2.0 offers 
the collaborative relationship and more complex relationship networks. Connection type in Web 1.0 is 
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a limited view of the citizen that negatively affects the less informed citizen. On the other hand, Web 
2.0 enables multiple connections that allow citizens to become increasingly knowledgeable. In terms 
of value creation, Web 1.0 is directed to target messages, whereas Web 2.0 offers a more diverse value 
creation from informal conversation with citizens within social networks.

METHODOLOGY

The following section proposes a model for the empowerment of the citizens. The features of the model 
were derived from existing literature on e-government, empowerment, cloud computing, and citizen 
participation. Only English-language articles published in peer-reviewed journals were selected. After 
removing duplicates and articles beyond the scope of this study, only the relevant articles for the review 
were selected. These articles were reviewed to extract the issues of e-participation through cloud com-
puting at e-government setting. The model is constructed based on the literature and the experience of 
authors in developing similar model in e-health (Anshari et al, 2013). Discussion now follows.

THE MODEL FOR EMPOWERMENT OF CITIZENS

Empowerment provides citizens a greater role, which is interactive sharing of information, knowledge 
and experience as well as conducting collaboration among citizens. One type of empowerment in e-
government activities is e-participation where citizens participate in dynamic online public services and 
contribute in public discussion and decision making. The scope of e-participation is wider than simply 
accessing information; it empowers citizens to channel multi-ways of interactions. There are three possible 
relationships involved in an e-participation: citizen self-interaction (citizen with the systems), citizen to 
citizen interactions, and citizen with government interactions (Figure 2). How can these interactions be 
designed to accommodate empowerment in e-participation systems?

With the model, empowerment and e-participation is defined in cloud computing environment. Citi-
zen empowerment covers three domains: citizen personal (online self-service), social interaction, and 
public service and administration domains. Citizens can actively participate in public service process 
and contribute ideas and opinion for better decision making and policies. Figure 3 depicts three domain 
areas of design for e-participation services.

Table 2. Comparing citizen’s participation

Type Web 1.0 Web 2.0

Relationship Focus on individual relationship (G2C, 
C2C)

Focus on the collaborative relationship (engaging a more 
complex relationship network, multi-level interaction 
C-G-C)

Connection Limited view of the citizen & his 
community preferences.

Multiple connections allow better understanding of the 
citizen and his community

Value Generation Targeted messages generate value Conversation generates value (dynamic)

Online Service Delivery Static basic information Dynamic and interactive information sharing and self 
(public) administration
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The model covers the role of citizens in three domains: individual, social, and service administration. 
Each role is implemented as a module or object that details the function and arranging activities within 
e-participation’s context.

The circular form in Figure 4 represents integrative as well as repetitive activities. Integrative activi-
ties cover all aspects of public services of citizens’ interest in e-government. Some services are used 

Figure 2. Scope of Empowering Citizen in E-Participation

Figure 3. Role of Citizens in E-Participation
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regularly in repetitive basis. For instance, a simple scenario for online passport application can be fa-
cilitated through e-government’s sub-module of e-immigration under the domain or module of public 
service. However, they cannot utilize the module of public service without finalizing the personal module. 
Therefore, the model is in the form of a cycle to depict that users will revisit the service for renewal or 
update the necessary information.

Figure 4 illustrates our model with the modules and sub modules of each stage. We set the module 
into three dimensions, while the sub-module in each module can be extended based on the needs and 
requirements. The modules are personal, social, and public administration. Personal module consists of 
personal identity, e-News, e-Planning, etc. Social module consists of all objects relate to social networking 
and media such as conversation, knowledge management, and resolution. Public service module ranges 
from sub modules of e-Immigration, e-Education, e-Registration, the land transport system, e-Customs, 
eHealth, etc.

The first role of a citizen is as a personal actor of his/her own personal information. As personal ac-
tors, citizens are responsible and in control of his/her personal information. In this category, personal 
information may consist of personal identity (ID), address (AD), contact (CN), blood types (BT), and any 
other relevant information. For instance, ID sets of personal information within the system that contains 

Figure 4. Domains of Empowerment in E-Participation
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of personal information such as name, address, phone no, email address, login ID, password, etc. HB is 
the daily habit of individual such as eating, sleeping, and any other habits that may affect personal health. 
The EX is the routine exercising activities of an individual that may be beneficial when they are recorded 
in the systems. Citizens can manage those details themselves. The process will replace the conventional 
approach where the data solely belongs to the government and is inaccessible to citizens. Obviously, 
this module encourages active participation from the citizens where they act as personal actors for all 
information under their own control, in other words, “give them the right that they can do it themselves”.

The second role of a citizen is as a public social agent for others. This is as a new service in the e-
participation systems powered with Web 2.0. Citizens can participate in social networks share and discuss 
with other citizens concerning the experience in dealing with the public service matters. Citizens acting 
as social agents provide a broad range of e-participation by accommodating the concept of social net-
work in e-government services. Sub modules in this category are conversation (CS), chat, update status, 
forum, wikis, blog, knowledge management (KM), personal knowledge, group knowledge, inquiry for a 
specific service (RS). CS is standard social network activities such as sharing and conversation in social 
media. Nowadays, people use social networks daily. Updating one’s status in social networks triggers 
conversation among one’s social circle. Bringing this scenario into e-participation services is interesting, 
but also challenging. For instance, citizens with the same interests may share their experiences with other 
citizens through social networks. Sharing in social networks may become a virtual supporting group that 
can enrich and strengthen their motivation to fight for better service. In fact, social networks also affect 
the relationship between the government as a service provider with citizens. Therefore, adopting social 
network in e-participation is imperative.

An example of e-participation in social networks can be depicted in the following scenario which is 
a simplification of an event that had occurred in Indonesia. A dissatisfied patient shared her experiences 
about the poor service received from the public hospital to her friends through a mailing list. Unfortu-
nately, the hospital sued the patient and brought the case to the court. The case in court brought public 
attention, and they viewed that the hospital was arrogant and the case should be withdrawn. Facebook 
users collaborated to help the patient. The hospital failed to understand that the type of relationship, 
connection, and generated value has changed in dealing with the patients. In fact, not only did the patient 
established communication with the hospital by complaining about her dissatisfaction of the treatments, 
but also spread the bad news to her friends through a social network. This is evidence that social network-
ing could affect the relationship between a service provider (public hospital), patients, and the society.

The third is public service and administration module where a citizen acts as a partner of the govern-
ment in public services and decision making. Sub modules in this section can be e-application (EA), 
e-review (ER), e-processing (EP), and e-status (ES). EA is an online application from citizens in propos-
ing and accomplishing specific administration or service task. For instance, a citizen wants to apply for 
renewal of his/her driving license. This sub module provides a mechanism to apply for online services. 
In exceptional cases, EA can be accompanied with voice conferencing or video conferencing to facilitate 
consultation between citizens and public officers.

ER is to allow those who have knowledge on a particular matter concerned or appointed experts to 
provide reviews on proposals. General public can also provide comments or concerns on a particular 
matter or project that may affect their well-being. Thus, citizens are empowered to express their opinions 
on a particular matter(s). E-processing is execution of decision based on the review process. In this stage, 
e-participation from citizens might be limited simply because only authorized staffs can make final de-
cision either on a matter or a proposal, whether it is to be approved or rejected. Finally, e-status (ES) is 
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widely implemented in any e-government initiative where the citizens are able to check any concerned 
status online. In summary, the public service module may shift the role of a citizen from merely a recipi-
ent of service to a partner. Ability to access knowledge and contents makes them a partner, especially 
in the decision-making process.

In terms of ability for citizens to generate content, citizens are empowered to produce content. This 
may help government officers assess a particular citizen comprehensively based on the generating 
contents provided. In general, the model helps government empower citizens. Empowerment is an im-
portant feature recognized as a strategy for e-participation to improve information literacy and citizen 
satisfaction. Furthermore, the integrated approach can help the government in defining which scope of 
empowerment they can implement gradually based on the needs. This will provide a roadmap for the 
government in delivering empowerment. In this model, we propose which modules or sub modules can 
be empowered to citizens and which one cannot be authorized. We differentiate full empowerment from 
partial empowerment in Figure 4. The yellow circle in sub module indicates that government empowers 
their citizens to have better control on that specific sub module, while the dashed circle line indicates 
that government only provides partial empowerment to citizens. And no circle line designates the e-
government has not yet be given an online service.

Figure 5 highlights the model of cloud computing in e-participation scenario. Essentially, e-participation 
which is composed from three dimensions of personal, social, and public service can use SaaS model 
of cloud computing. Each module can use a different cloud service provider, though the challenges of 
any cloud based approach is the integration of services if different clouds are used.

Challenges

Managing physical and logical security can be difficult especially with growing numbers of users and 
portability, which can result in the loss of physical control. Cloud computing provides a mechanism 
by delivering risk to the cloud provider. The challenge for government is to identify which service in 
e-participation can be made through cloud based service. With all benefits offered by cloud computing, 
the administration must conduct a thorough assessment in deciding which modules and functionalities 
of e-participation that can be empowered to citizens using cloud based approach.

Delivering e-participation with cloud computing approach brings security challenges since it relates 
to sensitivity of national data which is potentially a breach to unintended parties, threatening national 
security. Governments deploying cloud computing must understand the responsibilities and the impli-
cations in terms of security and privacy. Therefore, cloud computing in e-government initiative should 
be thoroughly planned, designed, managed and continuously monitored with due consideration to the 
sensitivity of data. It is critical for governments to consider strict policy agreement with the cloud com-
puting provider to secure the service, premises related to the computing environment, and assurance 
that data is protected properly.

It is common practice for any cloud service provider to guarantee a level of confidence about their 
cloud service infrastructure by providing multi layers of the security control to protect the users’ data 
and applications, in order to prevent any potential of vulnerabilities. They also provide the evidence 
with regards to the effectiveness of those controls. Cloud providers even supply clients with specialized 
staffs in security, privacy, and other areas of high interest and concern to the client. Due to these, cloud 
computing platforms are actually able to provide better information security management system like 
configuration of security control, vulnerability audits, penetration testing, and security patching.
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CONCLUSION AND FUTURE DIRECTIONS

The proposed model accommodates various dimensions of empowerment in cloud based e-participation 
(personal, social, and public service). There are obvious opportunities for the advancement of e-par-
ticipation through social networks, mobile technology, and cloud computing. Empowering citizens in 
communal services are proposed to meet the needs and encourage responsibility for the general public 
to take decisions about their benefits. Through technological approach, the presence of e-government 
will be expected to have future impact on citizens, and can be used to provide effective self-service and 
empower customer care that allows the government to reduce costs by handling an increasing number 
of public service transactions effectively. There is good evidence that coaching citizens using empower-
ment strategies through e-participation leads to broadened and improved self-management by citizens.

It is essential to note that the structure of empowerment through e-participation may differ from 
one system to another. The Internet offers a more flexible dimension of empowerment by enabling the 
government to empower their citizens either through self-interaction, interaction between citizens, and 
interaction of citizen-government. Self-interaction is a type of personal empowerment that enables citizens 

Figure 5. Business Model of Cloud Computing in E- Participation
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to have access towards e-participation system with ability to record, update, and view personal details. 
Citizen – citizen interaction is a form of collective empowerment where citizens participating in social 
networks can share public information for the benefit of others. It is usually the form of unstructured 
communication, and can provide new insights for people involved in the public service management 
and public service conditions. Citizens – government interaction is a form of empowerment where 
citizens can initiate and participate in synchronous and asynchronous interaction with staffs through 
e-participation system for online services. The model draws three dimensions of e-participation which 
offer empowerment.

However, without commitments from governments as the initiator, it is not possible for the benefits 
of empowerment to emerge. Empowerment requires philosophical change from both service provider 
and citizens to share authoritative control to assume a greater level of self-involvement in the process. 
Data stored within a cloud computing system can be more accessible, faster to store and retrieve, and 
more reliable in many conditions as opposed to data being managed internally in an organization’s data 
centre. Finally, robustness and the scalability of cloud computing services enable greater availability. 
Redundancy and disaster recovery plans are built into cloud computing infrastructures and on-demand 
resource capacity can be extended for better flexibility when service demands increased and for faster 
recovery from serious incidents.
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KEY TERMS AND DEFINITIONS

Citizen Empowerment: Is a principle to give citizens more power in making decisions related to 
their affair in public administration and to give them required authority to access or produce information 
related to their affairs.

Cloud Computing: Is a computing model for enabling ubiquitous, convenient, on-demand network 
access to a shared pool of configurable computing resources (e.g. networks, servers, storage, applications 
and services) that can be rapidly provisioned and released with minimal management effort or service 
provider interaction.

CRM 2.0: Is the second generation of Customer Relationship Management (CRM) that accommo-
dates the features and tools of social networks to attract, retain, and extend the services to its customers.

E-Government: Is the use of information and communication technology, especially the Internet 
and the Web technology in running government activities in relation with government stakeholders.

E-Participation: Is to allow citizens participate on e-government program or decision making process 
through the available participation tools.

Information Literacy: Is the degree to which citizens have the capacity to obtain, process, and 
understand basic information and services needed to make appropriate decisions.

Web 2.0: Is the second stage development of the World Wide Web, characterized esp. by the change 
from static web pages to dynamic or user-generated content and the growth of social networking.
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